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APl resources are secured. APl also verifies applications are registered to access the API server and
authenticates resource requests. Upon authentication, an access token is provided enabling you to

access APl resources.

To access APls, you will:

e Create a developer portal account
e Signinto Developer Portal

e Create an application and Construct the Access My Data URL
e  Generate an access token

e  Generate an authorization code

If you already have a developer portal account and registered an application, go right to Log in to

developer portal.

Process overview

Accessing APIs starts with creating an account in QSmartCare, logging in to QSmartCare Developer
Portal and setting up an application access. The access URL, unique client ID and unique client secret
key within QSmartCare application are then used to access through web portal APl URL. Upon
navigating to this URL and logging in using your unique information a dashboard will be displayed.
This screen provides you with the option to create your API access depending on whether you
created a Work (Provider / Physician) account or a Personal (patient) account. Provider access
provides APl access to data for a patient under the provider’s care. Personal provides APl access data
for the specific patient.

API Categories

QSmartCare Patient Access APIs

QSmartCare Provider Access APls

Technical Info &
Data Standards

Read-Only RESTful APl endpoints
that provide patient data using the
FHIR data standard (R4).

RESTful APIs

enabling Read and Write transactions
across an expansive array of EHR

data using a proprietary data standard.

User Audience

Apps powered by Patient Access
APIs are used by Individual
Patients of QSmartCare Practices.

Apps powered by APIs are intended
for QSmartCare Users.

Functional Scope

Patient Access API Apps let patients
of a QSmartCare Practice access
their own personal health

data within that Practice's
QSmartCare system via APl using a
web-based

APl apps integrate with QSmartCare to
add value & expand functionality for
QSmartCare Clients across an extensive
variety of clinical, administrative, and
other functions.

Partner Program
Info

Program details for Patient Access
API| Developers are provided in

Program options for Clients or
3rd Party Vendors developing APl Apps



https://mydata.athenahealth.com/access-the-apis
https://mydata.athenahealth.com/access-the-apis
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the Patient Access APIs and
Regulatory Compliance section
of https://qsmartcare.com/patient

include the Open Access and API
Distribution Partner programs
described

at https://www.gsmartcare.com/app/

Technical
Documentation

Patient Access APl Documentation
is publicly available

via https://qsmartcare.com/api-
documentation.html

Access to API technical documentation
is provided following submission of
developer details to QSmartCare — links
on the Partner Program page led to the
appropriate APl Onboarding Form.

Create a Developer Portal Account

1. Navigate to the Developer’s portal account using the link below

Link: https://gsmartcare.com/app/registration.html

2. Enter the details and select Create button



https://qsmartcare.com/patient
https://www.qsmartcare.com/app/
https://qsmartcare.com/api-documentation.html
https://qsmartcare.com/api-documentation.html
https://qsmartcare.com/app/registration.html
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Create a Developer Portal Account

First Mame : First Name
Middle Mame : Middle Name

Last Name : Last Name

DOB : MM/DDYYYY

Enter Email ID : Enter Email 1D here
City : Select
State : Select

Facility : Select

Select services : % Patient % Provider

Phone Mumber : Phone Number
Clear Form Create Account

Enter the following details to create a developer account

Email Address: The Email to be used to log in to your developer account.
Frist Name: Enter your first name.

Last Name: Enter your last name.

Middle Name: Enter your middle name

DOB: Enter your DOB

City: Enter your city name

State: Enter your state name

Facility Name: Enter your facility name

Phone: Enter your phone name

e

Sign into Developer Portal
Click on the below link and navigate to the Developer Portal.
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Link: https://gsmartcare.com/patient/index.html

Enter the Username, Password and PIN

Select the Login button and the Developer Portal screen is displayed

Note: Your display name should now appear in the top right corner of the screen.

Creating an application and constructing the Access My Data URL
(Patient — Single Patient)

a. Inthe general info menu go to Manage API section

b. Upon clicking the Manage API the screen appears as below
Click the Show to view the AccesskeyID and SecretAccesskey

£ Manage AP

AccessKeylD

Valid From
APl EndPoint

94f98b87 2abbbbfb SecretAccessKey . 395e49d23a38462559213b7148f1Te
Copy Hide Copy Hide:

06/01/2022 Valid To o 1213172022

https:/igsmartcare.com/patient- Status t- .:é:. Active O Inactive

apilcontroller/patient-service. php

Generating the Access Token

a. Open Postman, create a blank tab and the Untitled Request screen is displayed.
b. Select the Post Method and choose the tab Body
c. Enter the Url: https://gsmartcare.com/R4-patient-api/oath2/token.php

Key

Value



https://qsmartcare.com/patient/index.html
https://www.getpostman.com/apps
https://qsmartcare.com/R4-patient-api/oath2/token.php
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grant_type authorization_code

Client_ID generated from the Developer Portal
Client_secret generated from the Developer Portal

Hit the Send button in the right side as highlighted in the below screenshot

https://gsmartcare.com/R4-patient-apifoath2/token.php
POST ~ https:f/gsmartcare.cem/R4-patient-apifoath2 ftoken.php
—
Params Authorization Headers (8) EBody ® Pre-request Script Tests Settings

none form-data @ x-w-,uw—rurmmaw binary GraphQL

KEY VALUE DESCRIPTION

grant_type autherization_code
Client_ID 94f98b872ab6bbI5
Client_secret 395e49d23a38462559213b7148117e

&) Save  ~ ' >

Cookies

ses  Bulk Edit

Upon clicking the ‘Send’ button in postman generates the following details

> Patientid
> Access token
> Refresh token

https://gsmartcare.com/R4-patient-apifoath2/token.php

POST ~ https:/fgsmartcare.com/R4-patient-apifoath2/token.php
Params Authorization Headers (8) Body ® Pre-request Script Tests
nong form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
grant_type autherizaticn_code
Client_ID 94f98bE72abEbbfs
Client_secret 395e49d23a38462559213b7148117e

Body Cookies Headers (10) Test Results

Pretty Raw

i

"need_patient_banner
"patient™: "142

[DEN VI

J9.
WlsInEhdGl
pZCBmaGl
HRpZW5E?
aWN1LnlzIHEhdG11bnR
deVyLnJzIHBhdG1llbnRcL
1ij¥XRpb2ESZXF1ZXNGLN]
QY XRpZWEEALNIzIHEhdG11bnRc LBy

RolL@xvY2Fa
2¥phdGlvbib

1tdWSpemFBal9ulnlzIHEhdG11bn
alW9ulLnJzIHBhdG11lbnRcLE&9yZ2Fu

[l save ~
Cookies
==s  Bulk Edit
Size: 5.08 KB Save Response

o Q

Ca0cmIjZWRLcmUucnMgcGFaal
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) Release Notes https://gsmartcare.cc ® T e Mo Environment e
https://gsmartcare.com/R4-patient-api/oath2/token.php &) save  ~
POST ~ https:f/gsmartcare.com/R4-patient-api/oath2/token.php m
Params Authorization Headers (8) Body » Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ess  Bulk Edit
grant_type authorization_code
Client_ID 94f98b872abBbbi5
Client_secret 395e49d23a38462559213b7148f17e
Body Cookies Headers (10) Test Results &5 Status: 200 OK  Time: 1145 ms  Size: 5.08 KB Save Response ~
Pretty Raw Preview Visualize JSON = [} Q.
amvuun wyrt P L I I LU L L ST | LN a1 T &L T L1 L
3ViIjoiYTBmMDQ40TM2ZMGE yMDISMDASODMZNDUZNC FIyNmMxNjIFOCIsIml I6Iils
ImlhdCISMTY20DYxNTcyOSe IMnDkfusfvaxhtFMWATKeGDI2zTI",
1@ "eylhbGci0ilI .

X%3BhdGllbnREYmFubmy WERIjoiMTQyODUSIiwicmVmemyzaF90b2t1lbiI6ImVESmhiR2NpT21KSYVESTFOaU
1zSWESNWNDSTZIa3BYVkNKOSEleUpgYjIAMFpYaDBJan -lfLLFp-\_HS:RCI\’ 1hJaugulinl Vz5W5CaGRHbGxib1Fp
T7lJe_5EaT?S'vC1t:JZl\_= i WWDJsaflgb2lP Y XNIbk5gYNCbElgb2liR@YxYm10b1lhDOXdZWF

Vs .DJG=1|._\-.I|3]E_ EWVhScFpXNTEYQz10Wl cach?]B Vz11TGEKek1IQmhk
nNiR1Z5WiNsSmIu z z1EWVhKbFYHeGhiaTVEY31Cd11y WWEMSRF1YSm
5QndZWF IwWlcIMFhDOURIMIVTY UkdWMmFXTmxMbkp6SUhCaG

d0UlpYQnZjblF1Y2ENZ2NHR ] WTIVdWNuTWd FREYW
A TRl L A ARL A2 LT AR T e AR o mer e LA

Generating the Authorization Code

A. Copy the Patient Id generated in the previous step and enter in url
https://gsmartcare.com/R4-patient-api/single/Patient.php?id=142859

https:{/qsmartcare.com/R4-patient-api/single/Patient.php?_id=142859 ) save v 4 >

; I ; ; 3

GET ~ https:/fgsmartcare.com/R4-patient-api/single/Patient.php?_id=142859 o
— —

Params » Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Query Params
KEY VALUE DESCRIPTION ess  Bulk Edit

-id 142859

B. Copy the access token code generated in the previous step and enter in Authorization as
highlighted below



https://qsmartcare.com/R4-patient-api/single/Patient.php?id=142859
https://qsmartcare.com/R4-patient-api/single/Patient.php?id=142859
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https://qsmartcare.com/R4-patient-apifsingle/Patient.php?_id=142859 ) Save -~ >
; o ; . EO
GET - https://gsmartcare.com/R4-patient-api/single/Patient. php?_id=142859 o
Params ® Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION woe Bulk Edit Presets v
Authorization bearer eyJhbGciOiJIUzIMIlsInREcCIGkpXWVC 9. ...
——
. s ‘ , . . . .
Upon clicking the ‘send’ button it will display the patient health data.
https://gsmartcare.com/R4-patient-api/single/Patient.php?_id=142859 &) Save  ~
GET ~ https:/fgsmartcare.com/R4-patient-api/single/Patient.php?_id=142859 m
Params » Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION ees  Bulk Edit Presets v«
Authorization bearer eyJhbGciGiJIUzINilsInR5cCIEIkpXWCJ9....

Body Cookies eaders (10) Test Results "fé Status: 200 OK  Time: 1011 ms  Size: 11.28 KB Save Response v
Pretty Raw Preview Visualize JSON  ~ = [} Q.
133 name": [

134 g

"use": "oificial",
136 “family": "Larson”,
137 "given": [
138 'Rebecca
139 1. -
148 fi [
141
142
143 H,

—

Provider Workflow

Sign into Developer Portal

1. Click on the below link and navigate to the Developers Portal
Link:_https://gsmartcare.com/app/index.html
2. Enter the Username, Password and PIN
3. Select the Login button and the Developer Portal screen is displayed
Note: Your display name should now appear in the top right corner of the screen.



https://qsmartcare.com/app/index.html
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& Login to your account

Usermmame

Password

v Remember Me Forgot password

Creating an application and constructing the Access My Data URL
(Provider — Multi Patient)

a. Click on the Manage FHIR APl from the side menu

I Manage FHIR API

AccessKeylD:  Show SecretAccessKey:  Show
Valid From™: | 101172022 Valid To* - 12/3012022

API EndPoint. hlps compatient-api php
Patient. |« Barry Tesla - 9111003 ||  Melinda Goodman - 5704911

b. Upon clicking the Manage API the screen appears as below
c. Click the Show to view the AccesskeyID and SecretAccesskey
d. Search and select for the patients
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Patient

api‘controller/patient-service php

Rebecca Larson - 9939094

John Wright - 9999097

AccessKeylD™ | 6817698a04e01b31 SecretAccessKey
Copy Hide Copy
valid From": | 10/01/2022 valid To* - 12/31/2022
API EndPoint:  https:iiqsmartcare. com/patient- status” Active

Hide

) Inactive

ab0ae4f52b7838ddcc7abdeds 77698

Generating the Access Token

o 0 T W

Open Postman, create a blank tab and the Untitled Request screen is displayed.

Select the Post Method and choose the tab Body

Enter the Url: https://gsmartcare.com/R4-patient-api/oath2/token.php

Hit the Send button in the right side as highlighted in the below screenshot

Key

Value

grant_type

authorization_code

Client_ID

generated from the Developer Portal

Client_secret

generated from the Developer Portal

Client_secret

http:/fgsmartcare.com/R4-patient-apifoath2/token.php

http://gsmartcare.com/R4-patient-apifoath2/token.php

POST v
PParams e Authorization
none form-data
KEY
grant_type

Client_ID

Headers (8) Body Pre-request Script Tests Settings
——
x-www-form-urlencoded raw binary GraphQL
VALUE

autherization_code

6817698a04e01b31

a50aedf52b7838ddcc7abded577298

DESCRIPTION

&) Save

v

Cookies

Bulk Edit

)



https://www.getpostman.com/apps
https://qsmartcare.com/R4-patient-api/oath2/token.php
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Upon clicking the ‘Send’ button in postman generates the following details

>
>
>

Patient id
Access token
Refresh token

= —
https://gsmartcare.com/R4-patient-apifoath2/token.php Sl save <>
. . . . EO
POST ~ https://gsmartcare.com/R4-patient-api/oath2/token.php 2
Params e Authorization Headers (8) Body ® Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION sss  Bulk Edit
grant_type authorization_code
Client_ID 6817698a04e01031
Client_secret a50ae4f52b7838ddccVabded57 7298
Body Cookies Headers (10) TestResults 'fé, St 200 OK m Save Response
Pretty Raw Visualize JSON ~ = [} QL
2 "need_patient true,
3 "patient t,
4 "refresh_ 0iJIUzIANiIsInREcCIGIkpXVCIS.
eyJib2s h@I§ GFBalVudFai
c20ThhMDRIMDFiMzEiLCIzY29wZSI6ImxhdW5]aFy \
aWNhdG1y _ FXRp {C9BbGx1lcmd55WE@b2xlemFuY2UucnMgc
18aW9ulnlzIHBhdGllbnReL@R1dml{ZS
u¥291bnRlci
PZWEE
¥C9Pcmd Ln
. . .
Generating the Authorization Code
A. Enter the url
https://gsmartcare.com/R4-patient-api/multiple/api/patient.php
B. Copy the access token code generated in the previous step and enter in Authorization as
highlighted in the below screenshot and click send button
https://qsmarteare.com/R4-patient-api/multiple/api/patient.php [E) save ~ L)
GET ~ https://gsmartcare.com/R4-patient-api/multiple/apifpatient.php 0
——
Params Authorization Headers (7) s Settings Cookies
——
Headers 6 hidden
KEY VALUE DESCRIPTION #ss  Bulk Edit Presets v
Authorization bearer eyJhbGeiOiJlUzINilsINR5cClEIkpXVCIS....



https://qsmartcare.com/R4-patient-api/multiple/api/patient.php
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Upon clicking the ‘send’ button displays the all the patient health data.

https://qsmartcare.com/R4-patient-api/multiple/api/patient.php ) save >
. ; ) . R {3k
GET v https:ffgsmartcare.com/R4-patient-api/multiple/api/patient.php o
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden
KEY VALUE DESCRIPTION ses  Bulk Edit Presets
Authorization bearer eyJhbGciOiJIUzINilsInRScCISIkpXWCJ9....
Body Coockies eaders (9) Test Results "fé Status: 200 OK  Time: 1043 ms  Size: 2.22 KB Save Response ~
Pretty Raw Preview Visualize JSON = I} Q
2 "
3
4 "metatr {
5 versionId”: "1",
& lastUpdated": "2822-11-16T13:52:25+08 r
7 sou "1 "#LLFSVTOLVEKFSdmQ ",
2 profile”: [
9 "hitp hl7.o0xg/fhir/us/core/Structurebefinition/us-core-patient
1@ 1
11 i
A oL (= H 3y
User session not found. User must re-authenticate.
— https://gsmartcare.com/R4-patient-apijoath2/token.php (&) save ~ L5
. : ) . E0d
POST ™ https:f/gsmartcare.com/R4-patient-apifoath2 ftoken.php g
Params Authorization Headers (8) Body » Pre-request Script Tests Cookies
nene form-data x-www-form-urlencoded raw binary GraphGL
KEY VALUE DESCRIPTION ess  Bulk Edit
grant_type authorization_code
Client_ID 94f98bB72abEbbf
Client_secret 395e49d23a38462559213b7148f17e
Body Cookies eaders (7) Test Results 'f‘l_, Status: 200 OK  Time: 242 ms  Size: Save Response v
Pretty Raw Preview Visualize HTML = o Q

4"Result”:"Error: Wrong Client_ID or Client_secret Key'l

This error indicates the authentication has wrong client ID or wrong Client Secret key.

To resolve this issue, you must enter the valid client ID and Client Se

cret ID.




